55012 1] = F oo Vol. 53 No.12
2025 4E12 A ACTA ELECTRONICA SINICA Dec. 2025

DX HLBE K RE T {5 20 23 18] 22 4 B WIF 5 ik i

BB AR M B, RAF L e
(A5 B TR RS0 TR 2= B, TR AN 45000152, T g 44 15 8, 40 4 T 200 =, Tl R B 450001)

W OE: WEEEIES R AT STRI A AR  SE RO B R (WSS 5 5 T L e KR el A N 7
W, O 4 LA B E RN SR XS ARAE Ry —Fhal & 2 R 8a SR 0 A0 0 AR, Geag 3R o HOAR AT
Bopk Arhooo b AT IRTR AR R B T A S BRI A ) S . O[] AR S B B AR | TS AN AT
Bk i s 2548 5 22 07 SR (AT AL R B $2 L3 5 BOE (8 R 8 S AR AR At . ) DX e 45 R AR 34 iy 1T
{5 H5E2s () 28 4 g i, o 3T TR s 2 (0] 19 s B 4R it 0 S8, B0 IR TR Ao i 1) 8. B A, E A E
LA VL2 BN KB R VAT 25 3R B2, 45 BARE AR LA, i3 RLH] B RE A 20 AR NS s BTN FH ,

RS RGBT R B ; LR X e (R BER  AN o R S RE L BRRAR DN SR L AR, A/ D X B B AR
RE AT (5 6 25 (A 22 AR RALZERTF I . B0, AR SO A AR A % DX B W RE 7T {5 50000 2 [R) 2 e b A 725538 4y
Br. 5, % A S0 25 (B LRl 2R A 5 5 AR TR SR AT 40T, DABICHR 4 24 i JR 300 A0 i s T {5 S50 2 [ o T s ) 2 4 i)
KB, £ — 0 B SE B AR B B S B S BRI R R T 1 B T DX (04 T B S (R A R HE S
RS B X s AR 5 45 28 B IR L LM S5 G, B AT 5 2RI B0 G R AE  Bs e b= BRI A W I8 i A Jr
I, RS ET 40 X B IR ] {5 B 2s 0] 22 2 R BF ST b I . e, o X Bl I A 1T 15 H00d 2 1) 22 4 (0 & St St 47
RS 5 R AR TR O A VR S BOE S Al i i B AR TR oK, BB T R [RIECHE B % B B B ISR ORI I . 3
T e AR 2 B AUE O B 0% S0 45 T T St — 2D 4 R 98, DT PR B ] {35 450 2 1) Pl {5 A0
VIR A H, M E IR SEAZ O BE T I T X B A T E B 2 ) e SRR LR

KR XHE; P EEORE S [a) 5 R IL S A 20 & BRORM R B s BRIk A

HETH: EHEBHARBSES (No.62102449) ; M RTA BHE T EI H (No.252102211080)

FESES: TP309 XHFRIREG: A XEHS:  0372-2112(2025)12-4833-26
FE F =R URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20250617

Research Progress on Blockchain-Enabled Trusted Data Space Security
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Abstract: With the ’release of the action plan for trusted data spaces, promoting the trading and circulation of data
elements and addressing “data silos” has become a national strategic priority. Blockchain, as a distributed computing and
storage paradigm, provides immutability, decentralization, and traceability to support trusted data management. Unlike tra-
ditional databases, it uses immutable data structures and multi-party consensus to build trust between data providers and us-
ers. An urgent priority is to harness these advantages to strengthen trusted data space security. Currently, numerous domes-
tic and international reviews have surveyed blockchain’s foundational technologies (e.g., consensus mechanisms, smart
contracts, network topology), application areas (e.g., information security, system protection, data management), and tech-
nical enhancements (e.g., sharding, cross-chain, privacy protection). However, a systematic review of how blockchain en-
ables trusted data space security remains lacking. Based on this, this paper offers a comprehensive academic review of
blockchain-enabled trusted data space security. First, we analyze the core architecture and system requirements, identify se-
curity issues from a full-lifecycle perspective, and propose a blockchain-based security framework for data acquisition, vali-
dation, sharing, and provenance. Second, we integrate blockchain with mainstream security mechanisms and synthesize re-

search progress across four domains: trusted acquisition, compliance verification, secure sharing, and federated prove-
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nance. Third, we survey development trends in blockchain-enabled trusted data space security. Grounded in the foundation-

al requirements of trusted data spaces as data infrastructure, we evaluate the strengths and limitations of existing work

across all stages of data circulation. Further breakthroughs are needed in on-chain data retrieval, data ownership protection,

and the enforcement of data regulations to safeguard core capabilities, including trustworthy governance, resource interop-

erability, and value co-creation, and to advance the security architecture and technological development of blockchain-

based trusted data spaces.
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